The power to regulate on-board protection of merchant vessels lies with the flag state. However, the national models of regulation are not developed in a unilateral vacuum. In fact, the whole concept of flag state jurisdiction and legislative power has to be understood and exercised on the national level in close relation with the general regime of the international law of the sea. The aim of the article is therefore two-fold: first, it aims to provide a background for the country reports in this special issue by giving a brief insight into the problem of piracy in the twenty-first century and the international approaches towards this problem. Here the article also provides an insight into the legal background by presenting the concept of piracy in the law of the sea and connected law enforcement powers. Thus, this part of the article provides the overall context in which the discussions concerning on-board protection and the development of national regulations have occurred. Second, the article analyses the issue of on-board protection from the perspective of the legal framework in international law, as well as relevant international soft-law instruments, influencing the development on the national level. On-board protection of vessels as such is not regulated in the international law; however, international law provides a form of general legal setting, in which flags states navigate. Thus, this article aims to draw a picture of the international context in which flags states develop their specific legal approach.
Introduction
As mentioned in the introduction to this special issue, the power to regulate on-board protection of merchant vessels is placed on the flag state level. This does not mean that national models of regulation are developed in a unilateral vacuum. On the contrary, it can be argued that the whole concept of flag state jurisdiction and legislative power has always to be understood and exercised on the national level in close relation with the general regime of the international law of the sea and the particular system of governance set out in the UN Convention on the Law of the Sea (UNCLOS). 1 Furthermore, while the issue of on-board protection has to be -and in many flag states is -addressed on the national level, it has also been a topic high on the international agenda. It has been -and still is -a subject of international discussions, considerations and also of some forms of rulemaking in different international fora. Against this background, it seems rather necessary to introduce a special issue on national models of regulation of on-board protection of merchant vessels with an international perspective. The aim of this contribution is basically two-fold. First, it aims to provide a background for the four country reports in this special issue by giving a brief insight into the problem of piracy in the twenty-first century and the international approaches towards the problem. Second, this article provides an overview on the issue of onboard protection of merchant vessels from the perspective of the international law framework, as well as relevant international soft-law instruments, influencing the development on the national level. In this context, the contribution also provides an insight into the legal background by presenting the concept of piracy in the international law of the sea and connected law enforcement tools. This might not seem directly relevant in connection with the specific questions of on-board protection by private actors; however, it is relevant as the over-all context, in which the discussion on on-board protection is taken. In addition, as the country reports in this special issue illustrate, not all flag states have been initially turning to a model of regulation which is based on the involvement of private actors. The international law perspective of this article raises a number of central questions, such as the use of force and the right to self-defence, which are at the core of the issues at stake in connection with on-board protection. On-board protection of vessels as such is not explicitly regulated in the international law of the sea; however, international law provides a kind of general legal setting in which flag states navigate. Thus, this contribution aims to draw an overall picture of the international context in which flag states developed their specific legal approach towards on-board protection.
1.
United Nations Convention of the Law of the Sea (adopted on 10 December 1982 and entered into force on 16 November 1994), 1833 UNTS 397.
2 The Somali Problem of Piracy and the Approach of the International Community
The development of the models of regulation of onboard protection of merchant vessels in Denmark, Germany, Italy and the Netherlands is closely linked to the development of the problem of piracy in the Horn of Africa region at the beginning of the twenty-first century. While piracy was never fully eradicated on the oceans, in the legal debate of the twentieth century it was -as mentioned in the introduction to this special issue -primarily perceived as a historical phenomenon. 2 At the start of the new millennium, piracy and other forms of attacks against ships were, however, not necessarily perceived as a historical phenomenon by seafarers.
It was a form of maritime crime occurring in different regions of the world, such as the waters in South-East Asia (Malacca Strait), the Caribbean and in West and East African waters and therefore a risk to be considered for seafarers, ship owners and insurers. Nevertheless, it was particular the Somali problem of piracy, meaning piracy activities launched from Somalia into the waters of the Horn of Africa region and wider Indian Ocean region, which put piracy on the international agenda and, in particular, triggered the development of national models of on-board protection of merchant vessels.
The Somali Problem of Piracy
The reasons for focusing on the East African problem of piracy are multifaceted, but could be summed up by the following points: first, from the early years of the millennium and up to 2010-2011, the world witnessed a substantial increase in piracy attacks and hijackings in the waters of the region of the Horn of Africa. 3 At the same time, the radius of operation of Somali pirates was substantially widened. While the first attacks were registered close to certain parts of the Somali coast and in rather limited geographical areas (mostly in the Somaliland and Puntland coastal areas), attacks by Somali pirates were later registered in a vast area of the Indian Ocean. The widening of radius of operation of Somali pirates was connected to the pirates' use of -often hijacked -mother ships as a base for their illegal activity. In addition, part of the wider context of the Somali problem of piracy is that the increase in piracy attacks happened in a geographical area which is quite crucial for world trade: the passage from Asia via the Suez Channel to Europe. It was estimated in 2005-2006, when Somali piracy was seriously starting to present itself as a growing problem, that about 7.5 per cent of the world's seaborne transportation -about 18,000 vessels per year -navigated through the Suez Channel. 5 The second reason for focusing on the Somali problem of piracy is that Somalia, the state in which the pirates were based and from which their unlawful activities were launched, could be -at least at that time -be categorised as a 'failed state'. 6 In the context of counter piracy, this means that the coastal state, which in the general regime of the law of the sea should play a crucial role in fighting piracy, was unable to secure its own waters, prevent its citizens committing acts of piracy or to initiate acceptable criminal proceedings against suspected pirates. 7 Thus, Somalia was basically allowing the international community take the lead. 8 Third, Somali pirates developed a specific modus operandi for their criminal activity, which not only included different forms of violence and robbery against ships but also the long-term hijacking of vessels and kidnapping of crews with the aim of obtaining the payment of a substantial ransom by the ship owner. Thus, Somali piracy developed into 'big business', supported by well-organised criminal networks on the mainland. 9
5.
Berlingske 
The International Approach towards the Somali Problem of Piracy
The response of the international community and the maritime stakeholder towards the Somali problem of piracy has been multifaceted. The overall discussions and coordination of the combined efforts against Somali piracy take part under the auspices of the Contact Group on Piracy off the Coast of Somalia (CGPCS), 10 which over time has been divided into a number of (changing) specific working groups. The CGPCS can be described as a governance mechanism that was created to ensure coordination of the responses to Somali piracy off the coast of Somalia. States, international organisations, NGOs and the industry use this forum to develop common and coordinated responses to piracy. 11 The CGPCS was created in 2009 pursuant to UNSC Resolution 1851, which encourages '… all States and regional organizations fighting piracy and armed robbery at sea off the coast of Somalia to establish an international cooperation mechanism to act as a common point of contact between and among states, regional and international organizations on all aspects of combating piracy and armed robbery at sea off Somalia coast; ….' The CGPCS was subsequently initiated by twenty-four states and developed over time into a strong governance mechanism including seventy states and nineteen organisations (both inter-governmental organisations and NGOs/private organisations). 12 The approaches discussed under the CGPCS and implemented under different schemes 13 are basically based on three pillars. First, international naval cooperation to combat piracy and to secure a safe transfer in the Internationally Recommended Transit Corridor (IRTC) in the Gulf of Aden and the Indian Ocean. There have been three major international naval operations which at least in part had a counter-piracy mandate: Combined Task Force (CFT 151) under the multinational naval partnership Combined Maritime Force (CMF), NATO's Operation Ocean Shield and EU NAVFOR's operation Atalanta. Furthermore, a number of states, for example India, South Korea, Russia and China, which are not directly involved in these multinational operations, have deployed naval vessels in the region and have been closely working with the other stakeholders to combat piracy. 14 To enhance the cooperation and communication and to avoid conflict between the different stakeholders an informal mechanism was established: the Shared Awareness and Deconfliction Mechanism (SHADE) was established in 2008 to bring together both the multinational counter-piracy operations and states operating independently. One major tool under SHADE is the military communication system MER-CURY, which is a kind of 'chat room type' communication tool accessible for all SHADE members enabling direct and 'real time' communication. 15 The international naval cooperation in the region is rather striking in this respect, as it involves various states cooperating and working quite closely together, allied by the aim to combat piracy; states that in other geopolitical contexts are not necessarily cooperating at all. The second pillar in the effort to deal with the problem at hand is capacity building on land. This approach is based on the analysis that piracy is a crime which is committed at sea, but which has its root causes on land. Thus, a long-term, sustainable solution to Somali piracy depends not only on repressive operations at sea but also on long-term capacity building at land to deal with the piracy-supporting structures and to provide alternative occupation for the local population. It also involves the establishment of reliable law enforcement structures based on the rule of law on land and at sea. 16 The third pillar is self-protection of the shipping industry. The shipping industry and other maritime stakeholders have developed a number of recommendations and guidelines to prepare vessels and crews for navigating in high-risk areas and to prevent successful piracy attacks. 17 Those recommendations include, for example, guidelines on threat assessment, navigation, training and the 'hardening of the vessel'. The 'hardening' can for instance be archived by securing the vessel against unwanted access with razor wire and other measures such as water spray rails. One possible means in the industry's self-protection approach is the use of armed on-board protection either by Vessel Protection Detachment (VPDs) or by Privately Contracted Armed Security Personnel (PCASPs) provided by a Private Maritime Security Company (PMSC). The issue of on-board protection and, in particular, the use of PCASPs, is far from uncontroversial, and guidelines usually avoid explicitly recommending or encouraging the use of PCASPs. permitted by the ship's Flag State….' 18 However, it can be argued that some factors, for example, insurance policies, might in fact encourage or even prescribe the use of PCASPs. 19 The issues of on-board protection in general and PCASPs in particular has also been on the international agenda under the CGPCS. Real consensus was never reached in this matter apart from the general consensus that the issue first of all should be dealt with at the flag state level. Nevertheless, the issue of an international legal framework for PCASPs is still occasionally raised in international discussions. 20 In conclusion, it can be argued that the combined efforts of all of the stakeholders against Somali piracy under the three pillars have been a general success: at the height of Somali piracy in January 2011, 736 hostages and 32 ships were held by pirates, and by October 2016, 21 no hostages or ships were held. This could lead to the conclusion that the problem has been solved and no further action is needed. This is a conclusion which is feared and challenged by the shipping industry, which has pointed out that the problem is not solved but has only been effectively contained. If the efforts are terminated, Somali piracy would most likely regain strength because its root causes and supporting structures still exist on the mainland. This conclusion is supported by the fact that Somali pirates managed to hijack a vessel in March 2017 and that there has been an increase in the registration of piracy attacks in 2017 and 2018. 22 Also in 2019 attacks by Somali pirates have been registered. 23 It can also be argued that the positive effects of the three-pillar approach might have an unintended side effect with regard to on-board protection. It seems that the states' willingness to engage in counter-piracy operations is decreasing. Fewer vessels are deployed in the region, and NATOs Operation Ocean Shield was terminated at the end of 2016. EU NAVFOR's operation Atalanta has been extended to the end of 2020; however, the naval capacity under Atalanta has been reduced quite substantially in recent years. 24 This means that the shipping industry's efforts are even more crucial than before and might lead to the mind-set that on-board protection is unavoidable. 
The Concept of Piracy in International Law and Connected Obligations and Powers
As mentioned in the introduction to this special issue, piracy is by far not a new concept; not in practical terms for seafarers or in a legal sense. Today's perception and codification of piracy dates back to the legal discussions and consideration that took place at the beginning of the twentieth century. Piracy and related obligations and enforcement powers were first codified in the 1958 Convention on the High Seas, which was based on the Harvard Draft Convention on Piracy of 1932. The piracy provisions of the 1958 Convention on the High Seas were subsequently incorporated into UNCLOS with only minor changes. 25 The starting point for today's international approach towards piracy is set out in Article 100, which emphasises that all states '… shall cooperate to the fullest possible extent in the repression of piracy …'. The concept of piracy in international law is defined in Article 101 ('definition of piracy'):
Piracy consists of any of the following acts: a. any illegal acts of violence or detention, or any act of depredation, committed for private ends by the crew or the passengers of a private ship or a private aircraft, and directed: i. on the high seas, against another ship or aircraft, or against persons or property on board such ship or aircraft; ii. against a ship, aircraft, persons or property in a place outside the jurisdiction of any State;….
The definition in Article 101 entails a number of elements that are central in order to determine whether a certain activity is piracy in the sense of international law or not. Subsections (b) and (c) of Article 101, here not quoted, are widening the piracy definition to certain acts of participation, inciting or facilitating. 26 The determination of an act as piracy according to Article 101 is a precondition for states' legitimate use of UNCLOS' counter-piracy powers which are granted in the following articles. 27 Piracy is in Article 101 defined by a number of unlawful acts (acts of violence, detention or depredation) which are carried out from one ship to another (so-called two-ship requirement). These two criteria have not given rise to (RPGs). 28 More challenging is Article 101's requirement that these acts be committed 'for private ends'. The question at hand is, albeit slightly simplified, whether the criterion excludes all actions that have not exclusively an enrichment purpose but, for example, are carried out on the basis of political/terrorist motives. The opposite argumentation is that the criterion should be understood as a delimitation between state-initiated or state-sanctioned actions and actions made by private individuals. 29 The question of the interpretation of the 'for private ends' criterion is relevant in the context of Somali piracy as it would be decisive for the determination of whether the international community is dealing with piracy in UNCLOS' sense or not if there could be a proven connection between Somali pirate groups and the terrorist organisation Al Shabaab. In practice, however, it is widely assumed today that Somali pirates fall under the 'for private ends' criterion and the international counter-piracy operations are based on that assumption. 30 The last central criterion in Article 101 is that the specific acts must be committed 'on the high seas' or 'outside the jurisdiction of any state'. This means that piracy can only be committed outside territorial waters. If the same actions are committed within territorial waters, these are typically referred to as 'armed robbery at sea' or similar terminology. 31 Against those acts, which are very similar to piracy but committed in territorial waters, UNCLOS' counter-piracy powers cannot be used. The reason for this geographical limitation in the definition of piracy is that actions in territorial waters in principle are subjected to the coastal state's jurisdiction and enforcement powers and thus not a shared responsibility of all states. In connection with piracy in the Horn of Africa region, the geographical limitation of UNCLOS has to a certain extent been evaded, since two Security Council Resolutions, SC Res. 1846 (2008) and 1851 (2008), blur the difference between piracy and 'armed robbery at sea' by allowing, under specified circumstances, the possibility of counter-piracy operations by other states both in Somali waters and on Somali soil. 32 The specific powers granted by SC Res. 1846 (2008) and 1851 (2008) have been time-limited, but are frequently renewed, latest with SC Res. 2442 (2018). 33
UNCLOS' Counter-piracy Powers
The starting point for the states' counter-piracy powers is that there is an initial suspicion of piracy or a suspicion that a given ship is a 'pirate ship' (Art. 103), meaning it is a ship being used for piracy activities as defined in Article 101 or is controlled by pirates. The initial requirement for using UNCLOS' counter-piracy powers against another ship and the persons on board is a 'reasonable ground for suspecting' an engagement in piracy. If this suspicion is confirmed, UNCLOS grants a number of specific law enforcement powers, such as rights to visit, inspection and boarding, and the search and seizure of items on board (Arts. 105 and 110). The general principle here is that the enforcement powers are extended proportionally to an increasing confirmation of the suspicion. If the suspicion cannot be confirmed in due course, no further law enforcement actions can be taken. 34 If the suspicion is confirmed, Article 105 grants every state the right to 'seize a pirate ship … and arrests the persons'. The Convention does, however, not contain any further provisions on such arrest; for example, the issue of legal control in connection with detention is not addressed in UNCLOS. 35 UNCLOS also states that ' 38 that the use of proportional force as a last resort is implicitly permitted under UNCLOS and therefore also permitted in the context of counter-piracy operations. 39 In relation to the question of the use of force in counter-piracy operations, it is relevant to point out that UNCLOS emphasises that counter-piracy operations can only be carried out by state actors and in particular by military entities. Article 107 provides that A seizure on account of piracy may be carried out only by warships or military aircraft, or other ships or aircraft clearly marked and identifiable as being on government service and authorized to that effect.
This means that only military units, in practice mainly navies, are granted UNCLOS' law enforcement powers and therefore are enabled to conduct counter-piracy operations. In connection with the military's role in combating piracy it should be noted that the use of UNCLOS' powers against piracy happens in a law enforcement context and not in the context of an armed conflict. This means that it is a policing task, an issue of crime control and that 'the laws of war' do not apply. 40 The overall framework for a given counter-piracy operation will be further elaborated and concretised in the specific mandate of the operation and its associated Rules of Engagement, and further in the mandate defined by the national parliament for its own forces. 41 The fact that UNCLOS places the counter-piracy powers, and therefore indirectly also the connected right to use proportional force, on naval entities does not exclude the existence of an individual right of selfdefence against a piracy attack. The concept of individual self-defence raised here is not to be mixed with the concept of the state's right to self-defence under Article 51 of the UN Charter. The individual right of selfdefence is as a starting point based in domestic law (e.g. in the flag states' legislation or legal principles); thus, certain differences in the scope and application of the right to self-defence might occur. 42 It can be assumed that many flag states might permit the use of deadly force in self-defence as a last response to an imminent danger to life, but it is more questionable if states, for example, also permit the use of deadly force to defend property. 43 The individual right to self-defence as a legal concept is not only rooted in a given state's national legal system but is also accepted as a concept in international law, for example, in citizen and the 'wrong doer'. Article 2(II) is explicitly stating that the taking of a life by a state representative '…shall not be regarded as inflicted in contravention of this article when it results from the use of force which is no more than absolutely necessary … in defence of any person from unlawful violence'. This implies that the protection of the individual right to life of the 'innocent victim' can justify the taking of the life of the 'wrongful attacker'. Article 2(II) is directed at states, but it can be argued that the provision is also indirectly implying that there is a right to individual (personal) self-defence. It is in this context argued that human rights law seems to indicate that states actually may not prohibit proportional individual self-defence altogether; however, the right to life of the 'wrong doer' implies that states must ensure tight, proportional boundaries to individual selfdefence rights. 45 The issue of the individual right to self-defence was also raised in the legal debate under the discussions under the ILC in connection with Article 45, which is the predecessor of UNCLOS's Article 107. Under the discussions, it was emphasised that the placing of counterpiracy powers exclusively on states, represented by military entities, does not apply 'in the case of a merchant ship which has repulsed an attack by a pirate ship and, in exercising its right of self-defence, overpowers the pirate ship and subsequently hands it over to a war-ship…. This is not a "seizure" within the meaning of this article.' 46 This statement is interesting for at least two reasons; first, it confirms that the counter-piracy powers granted to states do not exclude the exercise of the individual right to self-defence against piracy attacks. It is accepted that merchant ships (e.g. the persons on board) have a right to self-defence and can exercise this right; this is a crucial precondition for the employment of PCASPs on merchant vessel. Second, it places a right to a civil arrest on non-state actors exercising the right of self-defence.
SUA Convention
The counter-piracy powers under UNCLOS are supplemented by other international legal acts. One legal instrument, which is of special importance in the Horn of Africa context is the Convention for the Suppression of Unlawful Acts against the Safety of Maritime Navigation (SUA Convention). 47 The SUA Convention is not directly aimed against acts of piracy, but more generally against unlawful attacks against ships; its history is closely linked to the Achille Lauro incident of 1985, which highlighted some limitations of the existing regulatory system. 48 The background of the SUA Convention is thus linked to terrorist attacks against ships and this background is also evident from its preamble. This does not mean that the scope of the SUA Convention is limited to terrorist activities; it is generally aimed at unlawful acts against safe navigation. Those acts can be acts covered by UNCLOS Article 101, but the SUA Convention covers also other illegal acts against ships, for example, internal attacks (e.g. attacks by passengers on board) which would fail the two-ship requirement in the definition of piracy in Article 101. 49 One issue that has been raised in connection with the SUA Convention's role in combating piracy is whether the Convention as such can be used by state actors in a counter-piracy context. The background for this discussion is that the SUA Convention in Article 2 states that the Convention does not apply to warships and other state-owned ships. It is, however, argued that this restriction is aimed at the group of vessels that the Convention is seeking to protect and which are the potential targets of the Convention's considered forms of unlawful attacks. 50 In other words, the SUA Convention aims to protect civilian ships -not state ships. The law enforcement obligations and powers provided for in the SUA Convention are in contrast targeted at states and will in practice be used by state actors, including warships and other state ships. The practices of states in the Horn of Africa region illustrate that the SUA Convention is considered by many states as a supplement to the counter-piracy powers under the UNCLOS regime, for example, in connection with the handling of suspected pirates. 51 It can, however, be questioned whether the SUA Convention adds anything to UNCLOS' enforcement powers, since the SUA Convention does not contain more specific law enforcement powers such as the stopping and boarding of foreign ships. 52 On the other hand, state practices seem to indicate that states/state authorities explicitly invoke the provisions in the SUA Convention when dealing with piracy cases, for example, in connection with the transfer of suspected pirates. 53 Furthermore, the SUA Convention places a number of obligations on states; for example, Article 5 of the Convention requires that states criminalise a number of actions that are further defined in Article 3. Those actions, which each state has to criminalise in its own domestic legal system, include various forms of attacks against ships or their crews or passengers. These actions can be piracy but also other illegal acts outside the scope of the definition of piracy in Article 101 in UNCLOS. The illegal acts concerned include also acts committed in territorial waters if the affected ship has sailed, or intends to sail, in or out of a given state's territorial waters (Art. 4). States are obliged not only to criminalise these actions but also to have criminal jurisdiction in a number of specified situations. 54 The SUA Convention, as mentioned above, does not directly grant states specific law enforcement powers to arrest suspected perpetrators with the exception of Article 7(2) which obligates states '…, in accordance with its law, take him into custody or take other measures to ensure his presence for such time as is necessary to enable any criminal or extradition proceedings to be instituted', if another state issues an arrest warrant. The procedure for such detention must be in accordance with the national law of that state. The overall aim of the SUA convention is that there are no safe havens for potential perpetrators. This has led to a legal debate on whether the SUA Convention in combination with the counterpiracy provisions of UNCLOS might in fact obligate states to initiate criminal proceedings against suspected pirates in their own domestic courts. One line of argumentation is that the SUA Convention contains an aut dedere -aut iudicare clause which in its sum means that there is an obligation of the state of apprehension to prosecute at least if no other state is prosecuting. 55 Another line of argumentation is that it is questionable whether the SUA Convention is in fact establishing a general obligation to prosecute or only an obligation to prosecute or extradite if there is an extradition request by another state. Furthermore, it is argued that the provisions of the SUA Convention are not covering the specific situation of counter piracy and that UNCLOS' provisions (even in combination with the provisions of the SUA Convention) are not establishing an obligation to prosecute. The central argument here is that UNCLOS' Article 105 is using the term 'may' in connection with the seizing state's right to initiate criminal proceedings. 56 indicates indirectly the master's right to make a civil arrest in connection with attacks against his vessel since Article 8(1) provides the master with a right to hand over any person suspected of having carried out an attack on board or against his ship to any state. This must of course mean that the master can withhold the person on board until they can be handed over in due course. The SUA convention does not deal with the issue of the use of force or the right to self-defence; however, the above-mentioned principles are also applied in the context of the SUA Convention.
Summing Up
From the perspective of PCASPs it might not be of particular relevance whether a violent attack against the vessel falls under UNCLOS definition of piracy or not. Private actors are not granted any specific law enforcement powers under UNCLOS, and it is rather questionable if they indeed would be interested in such powers if those were an option. From a PCASP perspective the question of the right to self-defence as a basis for the PCASPs function on board is the central issue at stake. The conclusion from an international law perspective is that an individual's right to self-defence is generally accepted and that the particularities of such a right are determined by domestic legislation or principles. This approach might seem attractive from a domestic flag state perspective and fit fine with the general idea of exclusive flag state jurisdiction in UNCLOS Article 94(1). On the other hand, such a national approach towards the issue at hand has certain inherent risks; national concepts of self-defence vary, for example, in relation to the exact point in time when the right is triggered or to the question of whether the right is only triggered by attacks against human life or also by attacks against property. This means that an act which is a legitimate act of self-defence in one legal system is not necessarily (yet) covered by the concept of self-defence in another system. This means that PCASPs are exercising their task on board with some legal uncertainty and could in a worst-case scenario face criminal proceedings in the flag state of the vessel where the intended act of self-defence was aimed at or in the state where the attackers came from. From a broader perspective of on-board protection of merchant vessels, the question of the definition of piracy in UNCLOS is rather crucial. If the on-board protection is carried out by a VPD model, the task of protecting a specific vessel might be combined with certain law enforcement elements which can only be exercised by state representatives. The individual's right to selfdefence and the state's right of the use of force in counter piracy are not necessarily identical. Thus, the choice of approach on the national level has implications on the question of whether the employment of on-board protection on merchant vessels is only with a view to a specific protective task under the domestic right of selfdefence or could be also seen in the wider context of the state's approaches and powers under counter piracy and law enforcement.
The Issue of On-board Protection, VPDs and PCASPs in International Law
The issue of on-board protection of merchant vessels by VPDs or PCASPs is, as mentioned earlier, not directly addressed in UNCLOS or directly regulated in other sources of international law. It can of course be considered whether the general counter-piracy powers under UNCLOS (and under other international laws) might influence the role of VPDs on merchant vessels. In this context, it is important to remember that the right to seizure under UNCLOS, as briefly raised previously, may only be enforced 'by warships or military aircraft, or other ships or aircraft clearly marked and identifiable as being on government service and authorized to that effect' (Art. 107). This implies that if a flag state wishes to use the VPD model and seeks to combine the protection of a specific vessel with a more proactive counterpiracy approach, it might be necessary to formally put the vessel under government service and mark it accordingly. However, if the setting is not a proactive law enforcement approach it could be argued that in a responsive situation, where the pirates attack and are repelled by the VPDs, the VPDs subsequently can arrest the perpetrators and use the powers under UNCLOS even if the vessel was not in government service and marked accordingly. 59 Another crucial question in connection with the use of VPDs is whether the government personnel on board the merchant vessel can benefit from the immunities connected to warships and government vessels under Articles 95 and 96. In this context, it has been pointed out that in a case of alleged wrongful death of a person mistakenly identified as a pirate, the state embarking the VPDs on the private vessel will be held responsible under state responsibility. Furthermore, while it could be argued for the immunity of the particular guard as a state agent, domestic courts are not necessarily following that line of thought. In the Enrica Lexie incident from 2012, Italian VPDs employed on an Italian merchant vessel shot dead two Indian fishermen who were mistaken for being pirates. The two Italian officers involved in the incident were brought in front of an Indian court, which denied their claim of immunity. 60 For states which choose to opt for a PCASP model instead of a VPD model, international law has little specific guidance to offer. The law of the sea and in particular UNCLOS is not addressing the topic as such, and the international community could neither achieve any real common ground on the issues at stake in the discus-sion under the CGPCS or anywhere else. This means that international law provides only a general legal background for flag state regulation, but no specific guidelines for the domestic regulation of PCASPs and their employment on board. As a result of this gap in the regulation on the international level, a body of soft-law instruments and self-regulation by the industry has been developed to address the issues at stake and to supplement flag state regulation. Those instruments include, for example, four specific IMO interim recommendations on PCASPs addressed to flag states, coastal/port states, ship owners and security companies and drafted by IMO's Maritime Security Committee (MSC). 61 Another example is the above-mentioned BMP5 drafted by the shipping industry. 62 BMP5 is not dealing primarily with the issue of PCASP as such but is providing more general recommendations '… to help ships plan their voyage and to detect, avoid, deter, delay and report attacks'. 63 BMP5 is as a starting point a nonbinding selfregulatory guidance by the shipping industry to private actors; however, as some of the country reports in this special issue indicate, BMP5 has a strong influence on national regulation, and it can even be argued that some flag states implement BMP5 in their own regulation and thereby transform nonbinding industry self-regulation into binding national legislation. This is for example the case in Denmark, where a ministerial order 64 is prescribing in its § 8 that ships have to develop their counterpiracy security procedures in the light of the recommendations of the BMP (in its most recent version). What is even more interesting is that the ministerial order in its § 13 criminalises the situation where a ship owner/operator is not following the obligations set out in the ministerial order. This could mean in its consequence that a ship owner could get punished if he is not implementing the recommendations of the BMP in the ship's security procedures.
In the context of nonbinding instruments and self-regulation two more instruments should be briefly mentioned: first, the world's leading shipping association
Baltic and International Maritime Council (BIMCO) has developed a standard contract for the employment of security guards on vessels, the so-called GUARD-CON. 65 GUARDCON seeks to regulate the contractual relationship between the ship owner and the security provider; however, GUARDCON also affects areas of public law, for example, by dealing with the relationship between the master and the team leader of the PCASP. 66 Second, the International Organization for Standardization (ISO) has developed a standard for the accreditation of Private Maritime Security Companies (PMSCs). 67 The lack of specific regulation of PCASPs and connected questions in international law combined with the development of soft-law and self-regulation instruments leads to the conclusion that the topic of PCASPs is complex and leads to certain legal uncertainties. IMO's Maritime Safety Committee (MSC) noted in connection with their recommendations that the absence of applicable regulation and industry self-regulation coupled with complex legal requirements gives cause for concern. 68 While international law is not specifically addressing PCASP, it still provides the general framework for the governance of the oceans and for the regulation on the flag state level. This means that international law is highly relevant in connection with a number of issues which are linked to the use of PCASP, some of these will be briefly raised in the following subsections.
Weapons On-board and the Issue of Innocent Passage
One central issue which has been raised in particular with the question of PCASP, but to a certain extent is also relevant in a VPD context, is the question of whether the fact that a merchant vessel has weapons on board influences its right to innocent passage through a given coastal states' territorial waters. The right to innocent passage is one of the central elements in the balance between the coastal states interest to rule and govern its own territorial waters and flag states' interest of free navigation without any interference. 69 The right to innocent passage is codified in Article 17 and basically limits a coastal state's jurisdiction on vessels passing thought its territorial waters. Article 18 clarifies passage by stating it 'means navigation through the territorial sea for the purpose of … traversing that sea without entering internal waters or calling at a roadstead or port facility outside internal waters; or … proceeding to or from internal waters or a call at such roadstead or port facility…. Passage shall be continuous and expeditious.' This means that, for example, a vessel on a journey through the Red Sea passing through a given state's territorial waters would be on a passage according to Article 18. The second criterion is that the passage must be innocent. According to Article 19(1) a passage is innocent 'so long as it is not prejudicial to the peace, good order or security of the coastal State.' This is more specified in the following Subsection (2), which lists a number of activities which result in that the passage should be considered as not innocent. In the context of armed on-board protection litra (a) and (b) are relevant in particular. Litra (a) excludes 'any threat or use of force against the sovereignty, territorial integrity or political independence of the coastal State, or in any other manner in violation of the principles of international law embodied in the Charter of the United Nations' from the concept of innocent, while litra (b) deals with 'any exercise or practice with weapons of any kind'. This could lead to the conclusion that a passage is not innocent if weapons are on board; this would be a hasty conclusion. It is argued in the legal debate that Article 19 describes certain activities which are prejudicial to the peace, good order or security of the coastal state. The carriage of safely stored weapons on a voyage is not in itself a threat or an activity in the sense of Article 19(2) and could, for example, be compared to the carrying of dangerous cargo, which in itself does not contradict innocent passage. It is therefore not convincing to conclude that weapons on board in itself would contradict innocent passage. 70 Things get more complicated if the weapons are actually used, even in selfdefence, and it is argued that the wide wording of Article 19(2) litra (b) referring to 'any exercise or practice with weapons' indicates that the use of weapons for whatever reason interferes with the concept of innocent passage. 71 And even if the use of weapons in selfdefence would not interfere with the concept of innocent passage, it could still trigger the right of the coastal state to investigate the incident and exercise criminal jurisdiction under Article 27(1)(a) or (b). In addition, the foregoing conclusions and considerations are not unopposed: the reality in the Horn of Africa region indicates, for example, that some coastal states draw a different legal conclusion and perceive safely stored weapons on board as incompatible with the concept of innocent passage with the consequence that they reserve the option of law enforcement against vessels passaging with weapons on board. 72 The legal uncertainties in connection with the carriage of weapons and the concept of innocent passage is most likely a factor in the development of so-called floating armouries, which 70. Oehmke, above n. 40, 226-30. 71. Ibid., 230-3. 72. This conclusion was supported by a Danish questionnaire-based study conducted by the University of Southern Denmark. The results of this study are with the author.
briefly described are commercial vessels placed out of territorial waters and functioning as a kind of sea-based weapon and equipment storage facility. The establishment of floating armouries is not uncontroversial; some states in the Indian Ocean region perceive them as a protentional threat to security in the region. Floating armouries lead to a number of legal concerns and legal challenges; they are not explicitly regulated in international law and in fact subject to the general regulation of vessels and the regulation by the flag state and the state where the company is registered. 73 Nevertheless, today they are part of the reality in the wider Indian Ocean region. 74 It is therefore interesting to see whether the flag states' models of regulation of on-board protection presented in this special issue address the question of how to get weapons transported and on-board or not or even might prohibit the use of the services of floating armouries.
The Issue of the Role of the Master and the Team Leader
A very crucial, but also somewhat complicated, issue in connection with the employment of PCASPs (and to a far lesser extent of VPDs) is the role of the master and the division of powers between the master and the team leader. The problem in a nutshell can be summarised by the question of who has the final say in issuing the weapons and ordering the end of the self-defence. The starting point for the legal considerations is the general status and role of the master in the law of the sea. The master is the final authority on board. In addition, some flag states might understand the master, under certain circumstances, as a formal representative of the state. A central element in the master's function is to ensure the safety of the vessel and all persons on board. This is, for example, emphasised in the International Convention for the Safety of Life at Sea (SOLAS) Regulation 34.1: neither the owner, the charterer, the operating company nor any other person can prevent or restrict decisions taken by the master with view to the safety of life at sea. The dangers of a piracy attack are an issue of the safety of life at sea and therefore under Regulation 34.1. On the other hand, it can be argued that the master does not have the necessary training and tactical knowledge in this arena; this is the qualification the team leader and his personnel should add. Furthermore, the right to self-defence is an individual right and cannot be easily overruled by a master. 75 These here only briefly raised aspects illustrate that the employment of PCASP creates a certain overlap or clash of competences and powers. The shipping industry and other maritime stakeholders have tried to deal with the problems at hand by issuing guidelines and thereby trying to provide for a functioning division between the role of the master and the team leader. One example is BIMCO's widely used standard contract GUARD-CON, which in Clause 8 on the one hand tries to confirm the authority of the master and on the other hand puts the decision of the use of force on the team leader while the master keeps the overruling right to end the self-defence. 76 It is not certain that GUARDCON's model will solve all possible conflicts, but the example shows that the maritime stakeholders seek to create their own regulation if the law is of little guidance. It is interesting to see in the following country reports in this special issue if the issue of division of powers between the master and the team leader is explicitly dealt with on the national level. The question of division of powers is linked to another question which could be raised on the national level. Who is held responsible if things go wrong? If, for example, a master after consulting the team leader issues the weapons and a PCASP wrongly shoots an innocent fisherman, could the master be criminally liable as an associate to the crime? The answer towards that question has ultimately to be answered on the level of national criminal law (e.g., of the flag state or the state of the victim) and depends on the concept of participation in a crime. In general, it can be assumed that it seems possible, of course depending on the specific circumstances of a given case, that a master can be liable as an associate to a crime committed by a PCASP if he is involved in the wrongful decision to open fire.
The Duty to Render Assistance and the
Protection of Vessels One of the deeply rooted principles of the law of the sea, which today is codified in a number of different legal acts, is the duty to render assistance. The duty is, for example, codified in UNCLOS Article 98 and SOLAS Regulation 33. The specific wording of the codification in the different legal acts varies; the wording in SOLAS seems, for example, to indicate a direct obligation of the master while the provision in UNCLOS puts the obligation on the flag state which subsequently has to ensure that the master is following the duty. 77 Beyond those differences, all codifications have some shared core elements. One of those elements is that the duty to render assistance is triggered by a distress situation, in particular where lives are at risk. The crucial question here is if there is a distress situation where the safety of the vessel and its crew is at peril and not why this situation has occurred. Another of these core elements is the principle of own safety first. The duty to render assistance is limited by (or preconditioned by) the safety of the rescuer's own vessel and crew. In the context of on-board protection, the duty to render assistance might be relevant in two situations. First, a duty to render assistance can be triggered if a vessel has employed PCASPs or VPDs and gets a distressed call from another vessel under attack. It is argued that the specific duty would be here to get to the vessel under attack and assist by using the weapons to repel the attacker. 78 Second, the duty to render assistance comes into play if the PCASPs or VPDs have repelled an attack and the attackers are seriously harmed or their vessel is unable to navigate or is sinking. 79 When considering the duty to render assistance it must be kept in mind that the duty, as mentioned earlier, is limited by the principle of own safety first. This means that the master has a certain room for assessing the specific situation at hand and the inherent risks. This means also that the master must not necessarily pick up the same persons who attacked his vessel only a few minutes ago. However, the master must be aware of the duty and take it into account. 80 If not, he bears the risk of criminal prosecution before domestic courts.
In connection with possible obligations after a repelled attack another question might come into play. Are the PCASPs or the VPDs obliged to try to arrest the perpetrators? As shown earlier, state representatives have under certain circumstances law enforcement powers against suspected pirates. It is, however, from an international law perspective questionable if those powers can be understood as an actual obligation. Also, PCASPs have, as mentioned earlier, the right to perform a civil arrest with a view to handing the perpetrators over to the authorities. This is a right but not an obligation. If PCASPs or VPDs do in fact arrest suspected pirates a number of connected issues arise, such as their treatment on board and other human rights issues.
Summing Up
The international law of the sea does not directly deal with the issue of armed on-board protection of merchant vessels; it is neither encouraging nor prohibiting such approaches. Flag states that wish to regulate the issues at hand receive only limited guidance from the law of the sea; it is merely functioning as a general legal framework, when PCASPs or VPDs are employed. The employment of armed guards leads to complex and diverse legal questions and one of the conclusions in the light of the above brief considerations is that it seems that soft-law instruments play a crucial role in the attempt to clarify the issues at stake and to operationalise the general rules and principles. The issue of armed on-board protection of merchant vessels is not an easy one, neither in the public debate nor from a legal perspective. PCASP and VPD are, as the country reports in this special issue illustrate, topics which lead to diverse approaches and models of regulation. International law is not providing much guidance on the issues at stake; it neither explicitly prohibits nor actively supports the use of armed on-board protection and seems to express no specific preference for either the PCASP or VPD model. The task of on-board protection of specific merchant vessels is as such not part of the counter-piracy powers under UNCLOS, and the legal status of different types of guards give rise to a number of legal concerns. The PCASP and the VPD models have from an international law perspective some shared legal challenges to face, as well as challenges more specifically relevant for one or the other model. One of the conclusions which can be drawn from the international perspective is that the use of on-board protection give rise to certain legal uncertainties; some of those are connected to the fact that coastal states (or other flag states) might exercise an interpretation of international law which could be questionable but nevertheless could have an impact on the guards employed on foreign vessels. This means that every flag state and every ship owner must reflect on the issues at stake and the connected legal risks and on this basis choose the way to proceed. One consideration that from an international perspective could be raised is that the lack of international regulation of on-board protection, the right of self-defence and the connected security marked could lead to a 'race to the bottom', meaning that certain flag states, for example, flag states which could be perceived as 'flags of convenience' 81 with little interest in and control of their ship register and the actual conditions on board, could give way to a situation where there is no control with armed protection and no legal guidance for the use of weapons on board. It can be argued that a part of the shipping industry, which perceives themselves as 'responsible quality shipping', could in this sense have an interest in at least some binding minimum standards for all PCASPs and thereby avoid unfair competition from the 'race to the bottom'. Another conclusion of the international law perspective is that a lack of formal, binding international regulation in the field gives way to a soft-law approach, meaning nonbinding attempts of regulation in different fora. This can be perceived as a smooth and flexible way to deal with the problem at hand; the other side of the medal is, however, that the problem is not necessarily solved. Nonbinding regulation might work well if it is widely accepted and implemented; if it is not followed in real life, it could be argued that it functions more as a kind of alibi. One possible way to strengthen the impact 81. Guilfoyle, above n. 59, 694.
of nonbinding international rules and guidelines would be where states decide to implement soft-law principles or rules in their own legislation; the country reports in this special issue are casting some light on the question of whether this is the case or not.
